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1. Learners

- 1.1 Learners click on Labs to see all the labs.

Home About Labs | Login




1.2 Learners click an individual lab, in this case it is WEP
Crack via Active Injection
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WEP Crack via
Active Injection

The purpose of this lab is
to continue exploring_the
vulnerabilities of the...

R,

01

WEP Crack via
Passive Traffic
Collection

The purpose of this lab is
to understand and exploit
the security vulnerabiliti...

Home About Labs Login

WPA-PSK Crack

WPA Pre-Shared Key
(PSK) mode is crackable
due to a flaw that exists i...



- 1.3 This is the individual lab page for the WEP Crack via
Active Injection

Home About Labs Login

WEP Crack via Active (( .
Injection

by Liran Ma

(e

)

Updated on 2019-05-01

Overview

The purpose of this lab is to continue exploring the vulnerabilities of the 802.11
WEP security protocol. It is well-known that the WEP protocol is crippled with n
umerous security flaws. In the \textit{WEP Cracking (Basic)} lab in the Eureka se
ries, we explored the methods of exploiting these flaws when a large amount of
data was present. However, it is unlikely that a sufficiently large data stream is p
resent on a network when in regular usage. This makes the relatively easy WEP
crack from the Basic lab considerably more difficult. In this lab, we will use more



- 1.4 This is where learners can view the Lab Manual for the
lab.

Home About Labs Login

Overview

The purpose of this lab is to continue exploring the vulnerabilities of the 802.11
WEP security protocol. It is well-known that the WEP protocol is crippled with n
umerous security flaws. In the \textit{ WEP Cracking (Basic)} lab in the Eureka se
ries, we explored the methods of exploiting these flaws when a large amount of
data was present. However, it is unlikely that a sufficiently large data stream is p
resent on a network when in regular usage. This makes the relatively easy WEP
crack from the Basic lab considerably more difficult. In this lab, we will use more
efficient techniques to continue exploiting the WEP protocol.

Lab Manual

Lab Manual



- 1.5 This is an example lab manual in this case WEP
Cracking Advanced

Eureka Labs — WEP Cracking (Advanced) Contents

WEP Cracking (Advanced)

Liran Ma
Department of Computer Science

Texas Christian University

Copyright © 2019 Liran Ma, Texas Christian University.

The development of this document is partially funded by the National Science Foundation’s CyberTraining
programm under award No. OQAC-1820553. Permission is granted to copy, distribute and/or modify this
document under the terms of the GNU Free Documentation License, Version 1.2 or any later version published
by the Free Software Foundation. A copy of the license can be found at http://www.gnu.org/licenses/
fdl.html.

Introduction




- 1.6 This is an example of sending a comment to the lab
author.

Home About Labs Login

Questions or Concerns about the Lab?
Name
Hunter Merritt

Email

hunter@example.com

Comment or Concern

Hey, | have some questions for you about this lab.

@) -/



2. Content Creators

- 2.1 Content Creators click on the login button to start

Home About Labs | Login

10



- 2.2 Content Creators then add in their credentials to access
their features

Home About Labs Login

Login
Username *

huntermer

Password *

® -

Forgot password

11



- 2.3 Content Creators then can pick to create a lab and are
shown this screen

Title *
QOverview * E
A
lcon Browse
Additional Information
47 B U & systemuiv A~ £ E Ev B © & m X <> ?

Add references and additional information



- 2.4 By scrolling down they are able to upload the lab they
have created

Lab Manual *

Lab Manual Browse

Instructor Manual

Instructor Manual Browse

Additional Attachment(s)

Choose Files No file chosen

/



- 2.5 Content Creators are also able to edit their [abs
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WEP Crack via Active WEP Crack via Passive WPA-PSK Crack
Injection Traffic Collection WPA Pre-Shared Key (PSK) mode
The purpose of this lab is to The purpose of this lab is to is crackable due to a flaw that
continue exploring the understand and exploit the exists in the authentication...
vulnerabilities of the 802.11 WEP... security vulnerabilities of an...

L. Edit Lab | Delete Lab EditLab  Delete Lab EditLab  Delete Lab



2.6 Content Creators are shown a similar screen to the
create but filled out

Editing WEP Crack via Active Injection
Last update: 2019-05-01

Edit Overview *

known that the WEP protocol is crippled with numerous

security flaws. In the \textit{ WEP Cracking (Basic)} lab in the ((‘. /,::’ ((‘ ((('

—
—_—
—_—

icon Browse

Additional Information

/7 B U ® systemui A ~ = = =~ HY o & X <> ?
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- 2.7 Content Creators can then scroll down and update their
lab

Current Lab Manual: WepCrackAdvanced.pdf

Change Lab Manual

Instructor Manual

Instructor Manual Browse

Add Additional Attachment(s)

Choose Files | No file chosen

Update 4)
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3. Educator

- 3.1 Educators need to login

Home About Labs | Login

17



- 3.2 Educators sign in with their credentials

Home About Labs Login

Login
Username *

huntermer

Password *

(%

Forgot password
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- 3.3 Educators then pick a lab they are interested in

Home About Labs Login
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WEP Crack via WEP Crack via WPA-PSK Crack
Active Injection gislilselzsgl:afflc WPA Pre-Shared Key
The purpose of this lab is ! (PSK) mode is crackable
to continue exploring the The purpose of this lab is due to a flaw that exists i...
vulnerabilities of the... to understand and exploit
N the security vulnerabiliti...
nttpsi jwviv.curekalabs.net/iab/soo8co20589adsb23000895 | N
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- 3.4 Educators then can view the lab like a learner

Home About Labs Login

WEP Crack via Active (( .
Injection

by Liran Ma

(-

)

Updated on 2019-05-01

Overview

The purpose of this lab is to continue exploring the vulnerabilities of the 802.11
WEP security protocol. It is well-known that the WEP protocol is crippled with n
umerous security flaws. In the \textit{ WEP Cracking (Basic)} lab in the Eureka se
ries, we explored the methods of exploiting these flaws when a large amount of
data was present. However, it is unlikely that a sufficiently large data stream is p
resent on a network when in regular usage. This makes the relatively easy WEP
crack from the Basic lab considerably more difficult. In this lab, we will use more

20



- 3.5 Educators also have access to the instructor manual if
one is available

Overview

The purpose of this lab is to understand and exploit the security vulnerabilities of an 802.11 W
EP-secured network. You will passively collected enough WEP IV's (Initialization Vectors) to de
termine the WEP encryption key. After abtaining the key, you will need to masquerade as a legi
timate WEP client on the network, access a server, and download a file.

Lab Manual

Lab Manual

Instructor Manual
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- 3.6 This is an example of what an instructor manual looks
like

Eureka Labs - WEP Crack (Basic) - Example Lab 1 Information Gathering

WEDP Crack (Basic) - Example Lab

Texas Christian University

Copyright © 2019 Liran Ma, Texas Christian University.

The development of this document is partially funded by the National Science Foundation’s Course, Cur-
riculum, and Laboratory Improvement (CCLI) program under Award No. OAC-1829553. Permission is
granted to copy, distribute and/or modify this document under the terms of the GNU Free Documentation
License, Version 1.2 or any later version published by the Free Software Foundation. A copy of the license
can be found at http://www.gnu.org/licenses/fdl . html.

1 Information Gathering

1.0.1 airmon-ng check kill

airmon-ng start wlanQ

22



4. Admins

- 4.1 The admin must first login

Home About Labs Login

Login
Username *

huntermer

Password *

© -

Forgot password

23



- 4.2 Then the admin has an option to perform a variety of
tasks

Home Admin ¥ About Labs Logout

User Accounts
Pending Users
Create New User

Lab Administrator

Create Lab

Fureka Labs @ F==

Wireless Security Education

24



- 4.3 The admin can view and edit all the users

Home Admin ¥ About Labs Logout

Users

Filter

Role

@

Username

geojones

splendidsun

hoangphan7994

Status

“

Search

Name

geordie jones

Bingyang Wei

Hoang Phan

Role

admin

admin

admin

Status

Active

Active

Active

®
0086

n

Delete

Delete

Delete
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- 4.4 Here an admin can change the users information

' Home Admin ¥ About Labs Logout

First Name *

geordie

Last Name *

jones

Email Address *

geordie@geordiejones.com

Username

geojones

26



4.5 Here the admin can create a new user account

Create New User

First Name *

Last Name *

School *

Username *

Email Address *

Home

Admin ¥ About

Labs Logout

27



- 4.6 Here the admin can view the analytics for the labs

Eureka Labs Analytics

Click any of the table headers to sort by: lab name, views, downloads, or appearances.

Lab Name Overview Views Appearances Downloads

WEP Crack via Active Injection The purpose of ... e 50 °

WEP Crack via Passive Traffic Collection The purpose of ... e 52! e
WPA-PSK Crack WPA Pre-Shared ... o 49 e
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